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Abstract

Recent advances in Voice Cloning and Text-to-Speech
(TTS) have enabled high-fidelity voice synthesis, making zero-
shot adaptation feasible. These developments improve acces-
sibility through personalized speech synthesis, cross-lingual
voice transfer, and scalable applications such as automated dub-
bing. However, they also introduce risks, as realistic deepfake
audio can be used for impersonation, misinformation, reputa-
tional harm, and financial fraud. In non-adversarial settings,
transparency is ensured via watermarking or metadata tagging,
with regulations such as Article 50 of the European Union’s
Al Act requiring disclosure and machine-readable labeling [1].
However, in adversarial scenarios, detection methods offer lim-
ited effectiveness due to the diminishing gap between synthetic
and real speech and their dependence on continual adaptation to
advances in synthesis systems. This has led to increased focus
on proactive defenses that modify audio at the source by em-
bedding perturbations to support detection and to degrade the
performance of voice cloning systems [2].

Building on this, the consideration of two problem settings
emerge: (i) improving detection of synthesized content in non-
adversarial environments, and (ii) developing defensive strate-
gies that can interfere with or reduce the effectiveness of voice
cloning systems in adversarial use cases. Hence, the objec-
tive of this work is to examine the challenges associated with
such proactive perturbation methods, while also providing an
overview of the current research landscape and highlighting po-
tential future directions. Prior review papers such as [3], [4],
and [5] have advanced the understanding of voice cloning and
detection methods. However, comparatively less attention has
been given to proactive measures in existing surveys.

To facilitate a structured discussion, we adopt an adversarial fram-
ing. Voice cloning models and protection removal techniques are re-
ferred to as the attacker, while systems that inject proactive perturba-
tions are termed the defender. The attacker seeks to replicate a tar-
get speaker’s voice by generating high-fidelity speech characterized
by strong speaker similarity, intelligibility, natural prosody, and data
efficiency [3]. Additionally, attackers may aim to bypass automatic
speaker verification (ASV) systems. The defender-side threat model
is summarised in Table 1, detailing capabilities, objectives, robustness
to transformations, and attacker access assumptions, including model
knowledge and inference settings. In contrast to attacker, protective
perturbations introduced by the defender aim to disrupt downstream
synthesis by inducing (i) identity obfuscation (I0), either targeted (T),
where speaker attributes are manipulated toward a chosen individual
[6, 13, 26] or group [10, 16], or untargeted (UT) [17, 23, 24, 25], where
identity information is broadly degraded, (ii) degradation in speech
quality [17] and naturalness, (iii) reduced intelligibility [23], and (iv)
decreased performance of speaker verification [24, 25]or identification
systems [28]. Both attacker and defender operate under varying as-
sumptions of data access and model knowledge, which directly con-
strain their capabilities. These settings are typically categorized as
Black-Box, Grey-Box, and White-Box, corresponding to no, partial,
or full knowledge of model internals, respectively. In Black-Box set-
tings, attackers often rely on surrogate models (transfer-attack based

approaches) [29], or in some cases, ensembles of encoders, leverag-
ing the assumption that speaker representations are learned in a similar
manner across models. Capability is further influenced by factors such
as support for zero-shot (ZS), one-shot (OS) or fine-tuned (FT) voice
conversion (VC)/TTS, and real-time (RT) constraints.

In devising protective perturbations, ensuring their robustness re-
mains a key challenge. In particular, maintaining effectiveness under
signal transformations encountered during transmission, such as resam-
pling, compression, and noise, can be difficult, alongside robustness to
adaptive removal attacks including neural compression and diffusion-
based denoising. Although many methods can be resilient to stan-
dard transmission distortions, they often do not account for neural pu-
rification processes that can remove embedded perturbations. This is
also observed in audio watermarking, where schemes frequently fail
under modern neural processing pipelines [30, 31]. Another chal-
lenge arises from purification-based attacks. Recent diffusion-based
and codec latent-space purification methods can remove perturbations
while preserving speaker identity and perceptual quality. This makes it
difficult to design defenses that remain effective under targeted purifica-
tion, especially in adaptive or white-box settings. Taken together, these
challenges suggest that designing perturbation or watermarking meth-
ods that remain detectable through cloning [32] and adaptive removal
attacks [33, 34], while also preserving utility remains a non-trivial and
relatively under-explored problem.

Lastly, the challenge of achieving cross-architectural transferabil-
ity for protective perturbations remains a significant hurdle. Since im-
proving cloning performance depends heavily on enhancing speaker
representation [3], the diverse methods by which identity is encoded
across various architectures pose a difficult problem for defenders. This
is particularly evident in systems that do not rely on traditionally ex-
tractable speaker embeddings, such as those based on diffusion models
or neural-codec language models. In these cases, the speaker’s iden-
tity is often intertwined with the generative process itself rather than
being isolated in a fixed vector. Furthermore, recent benchmarking has
found that deepfakes produced by these two specific architectures, i.e.,
codec-based and diffusion-based, are among the hardest to detect [35],
underscoring the need for protection mechanisms that generalize across
fundamentally different synthesis pipelines.

Index Terms: speech privacy, watermarking, deepfakes, perturbation
based protection methods
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