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1. Voice Data with Side Information
Privacy evaluations of speech data are typically conducted in a
setting where only audio signals and a limited set of metadata
are available. In practice, public speech corpora such as Com-
mon Voice, LibriSpeech, and VoxCeleb provide audio record-
ings, transcripts, and speaker identifiers, sometimes comple-
mented by limited attributes such as gender, age, or accent.
These datasets have become standard benchmarks in the speech
community and are primarily used for tasks such as ASR [1],
TTS, or speaker recognition [2], rather than privacy risk as-
sessment. This results in a controlled or simplified setting,
where demographic, geographic, social, or contextual informa-
tion about speakers is often omitted to protect participants.

However, this simplified setting does not capture real-world
conditions. In practice, an attacker may have access to addi-
tional side information about individuals obtained from exter-
nal sources, such as occupation, place of residence, or con-
textual clues contained in spoken content. Such information
can be combined with the voice signal to facilitate identifica-
tion. Similar side-information attacks have been documented
in other data domains, where external background knowledge
can enable re-identification in anonymized demographic or be-
havioral datasets [3, 4]. Recent work on large-scale online
deanonymization with LLMs shows that auxiliary information
extracted from textual and online sources can substantially re-
duce anonymity [5]. This is consistent with GDPR principles,
which state that identifiability should be assessed by taking
into account all means reasonably likely to be used [6]. As
a result, privacy evaluation using existing speech datasets re-
mains incomplete when such side information is not consid-
ered. This limitation cannot be addressed simply by collecting
richer datasets: speech data combined with detailed side infor-
mation is highly sensitive, making it difficult to collect and even
harder to share publicly in compliance with privacy regulations.
Therefore, realistic privacy risk assessment requires alternative
approaches to incorporate such information without relying on
its direct availability.

2. Data Synthesis to Study Privacy
In the absence of such information, synthetic data has emerged
as a potential solution. Synthetic data can be used in two ways.
The first, which is the most widely studied, generates datasets
that reproduce the statistical properties of real data to enable
data sharing [7] or model training without exposing original
records. The second, which is the focus of this work, constructs
controlled scenarios that cannot be obtained from available real
data. The literature distinguishes fully synthetic data, where all
variables are generated, and partially synthetic data, where only
a subset is replaced while the rest remains real [7]. Fully syn-

thetic data would require generating both speech signals and at-
tributes, which may alter data properties and confound privacy
evaluation. In contrast, partially synthetic data preserves real
speech while introducing controlled synthetic attributes, allow-
ing the impact of side information on privacy risk to be studied.
A concrete implementation would assign synthetic side infor-
mation to real speech samples through statistical matching with
external population-level data, such as census data, conditioned
on available corpus metadata. These attributes would represent
controlled attacker-side knowledge used to filter or re-rank can-
didate identities.

Most existing work follows the first approach, where syn-
thetic data is used as a privacy-preserving mechanism [8], often
relying on generative models [9] and, in some cases, differential
privacy [10]. This line of work examines whether synthetic data
can provide privacy guarantees. However, preserving statistical
utility may also retain information that can be exploited to in-
fer sensitive attributes or perform linkage attacks [11]. More-
over, generative models may reproduce structural properties of
the training distribution, creating overlap between synthetic and
real data [12].

Beyond this use, synthetic data can serve as an experimental
tool, although this perspective remains under-explored. In this
setting, synthetic attributes are introduced to study privacy risks
or evaluate protection mechanisms. For example, generated
data can support privacy auditing of machine learning models
by simulating non-member examples in membership inference
attacks [13, 14]. In this work, we adopt this perspective and
focus on partially synthetic data, where real speech recordings
are combined with synthetic attributes representing side infor-
mation available to an attacker. Rather than aiming at privacy
protection, we use synthetic data to construct evaluation scenar-
ios that incorporate realistic side information and better reflect
real-world attacks. However, the use of partially synthetic at-
tributes raises methodological challenges. If synthetic attributes
do not reflect realistic distributions or correlations with speaker
identity, the measured privacy risks may be biased.

3. Outlook

This work opens several directions. Our study relies on partially
synthetic data to model side information, raising methodologi-
cal challenges regarding how synthetic attributes are designed
and used. Incorrect assumptions about their distribution or rela-
tionship with speaker identity may bias privacy risk evaluation
and lead to misleading conclusions. Future work will focus on
principled approaches for constructing and validating partially
synthetic data, to ensure privacy assessment in realistic scenar-
ios involving audio signals, speech content, and metadata.
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